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Abstract. Cellular Automata(CA) is a well known tool to generate byte
error correcting code. In this paper, we propose a CA-based multi-byte
Error Correcting Code (ECC) which overcomes the weaknesses and lim-
itation of existing scheme. As a case study three and four bytes ECC
is discussed in detailed. A complete decoding algorithm of CA-based 3-
byte error correcting code is presented in this work. Proposed 3-byte
ECC scheme can correct errors when errors are distributed within infor-
mation and check bytes or concentrated in any one of them. In case of
CA-based 4-byte ECC, at most 4-byte errors can be corrected if all the
errors are concentrated in information or check bytes.

1 Introduction

Error correcting codes have wide range of applications in digital data commu-
nications, memory system design [1], fault tolerant computer design etc. Reed-
Solomon (RS) code is a well known non-binary, block code and popularly used for
error correction in many applications like wireless communications, high speed
modems and storage devices (CD, DVD). A number of general encoding and
decoding schemes of the RS codes is available in the literature [10]. Many re-
searchers have put their effort to minimize the complexity of RS decoder for
communication applications.

Cellular automata(CA) has already established its novelty for bits and bytes
error correcting codes[2][3]. A scheme for pipeline implementation of CA based
t-byte error correcting and t-byte error detecting codes has been proposed in
[4]. Another scheme for parallel implementation of CA based single byte error
correcting-double byte error detecting, double byte error correcting-double byte
error detecting code has been reported in [5]. Application of GF(27) CA in
burst error correcting codes has been reported in [6]. The CA-based byte error
correcting code in [3] is simpler to design compared to other schemes. But few
mistakes have been identified in the error location and error magnitude com-
putation algorithm of scheme [3]. Also the scheme [3] has one limitation that
decoder can correct t-byte errors (¢ > 2) provided errors are totally confined to
information or check bytes only. An improved scheme has been proposed in [7],
which eliminates the weaknesses and limitation of the previous scheme [3], for
2-byte error detection and correction only. VLSI implementation of CA-based
improved double byte error correcting encoder and decoder [7] is presented in [8].



It is mentioned that the scheme for CA-based 2-byte ECC can be extended to
3-byte ECC, however the proposal[8] is for a restricted situation. The restriction
is that the determination of error locations and the computation of error values
are possible only if all the errors are concentrated in information bytes only. It
is also mentioned that errors can be corrected if errors are distributed between
information and check bytes. But the full decoding algorithm for 3-byte ECC
has not been provided in [8].

In this paper, we propose a multi-byte ECC using CA and as a case study,
three and four bytes ECC are discussed in detailed. A full decoding algorithm
for a 3-byte ECC is proposed, which can detect and correct at most three er-
rors and the scheme is independent of error position i.e. whether errors are
distributed between information and check bytes or concentrated in information
bytes only. Also the scheme has been extended for 4-byte ECC. Maximum length
CA is essential for CA-based byte error correcting code. For an n-bit maximum
length CA the characteristic polynomial is a primitive polynomial of degree n.
There exist w primitive polynomials in GF(2"), with the coefficients of
the polynomials are in GF(2). Different codes can be generated using different
primitive polynomials. These set of codes are required in several cryptographic
applications for better security. One such example is presented in [9], where an
integrated code is used for both error correction and message authentication. In
this paper, we have computed one such maximum length CA rule vector for each
primitive polynomial in GF(2%) based on CA-rules 90 and 150. These 8-bit CA
rule vectors can be considered as a toy example for the scheme [9].

The rest of this paper is organized as follows. In the next section, proposed
CA based multi-byte error correcting code is described. The paper is concluded
in section 3.

2 CA-Based Multi-byte Error Correcting Code

In case of t-byte ECC in GF(28), it is essential to send 2¢ number of check bytes
with the block of information bytes. Each check byte C} is computed by running
an 8-bit CA with characteristic matrix 7% for N cycles while sequentially feeding
N information bytes using the expression.

Cy, = TbDN71 ©® T2 [DNfz] D...P 7o) [Do] (1)

where 0 < b < (2t — 1) and T is the characteristic matrix of an 8 cell maximum
length CA. The following algorithm explains method for computing C}
Comp-check-byte: check byte C;, computation algorithm
s denotes the state of the 8 bits CA
begin
s:=0; fork=0to N—1do
begin
s:= 8D Dy;
Run the CA for one cycle; (CA with characteristic matrix 7°)
end;
Cy:i=s;



end;

)

Decoder computes the b-th syndrome byte S; using the following equation.
Sy=ChaC, ; 0<b<(2t—1). (2)

where Cj, is the b-th received check byte and Cl; is the b-th check byte recomputed
from the received information bytes. Assume D,'n , B, are the received m-th
information byte and calculated m-th error byte respectively then the corrected
information byte is obtained by using the equation as follows.

Dy =D, ®Ep;  where 0<m< (N —1) (3)

2.1 8-bit CA Rule Vectors for all Primitive Polynomials

Proposed CA-based byte error correcting code is based on null boundary max-
imum length CA. Therefore, rule vectors for the 8-bit maximum length null
boundary CA is discussed in this section. We have considered the CA-rules 90
and 150 only. By simulation, we have found the rule vectors for each primitive
polynomial in GF(2%) and they have been listed in Table 1. In Table 1, ‘0’ and
‘1" correspond to rule 90 and 150 respectively. It has been observed that mir-
ror image of each rule vector corresponds to same primitive polynomial. For
example, 00000110 and 01100000 are two rule vectors for primitive polynomial
28+ 2% + 23+ 22 + 1, where rule vectors are mirror image of each other. Different
rule vectors generate different codewords for same data block. Designers may
select any one of the 16 rule vectors given in Table 1. As a case study, CA-based

Table 1. 8-bit CA-rule vectors for all primitive polynomials in GF(2%)

No.|Primitive Polynomial Corresponding CA-rule vector
1 [+t + 25 +27+1 00000110
2 [+ +25+z+1 01011111
3 [f+a®+5+22+1 01110111
4 28425 +25+22+1 01101100
5 (284242t +225+27+x+1 10010011
6 [f+a’+2°+z+1 11010010
7 e+ a5+ +1 00101101
8 [af+a+a®+25+1 00001111
9 [+ +5+2T+1 00111001
10 [28%+2" +27+2+1 11101111
11 28+ 2"+ 25 +27+1 00101010
12 e+ +2° +25+1 01000101
13 28+ " +25+2+1 01011101
14 28+ 2" +25+ 28+ 27+ 2+ 1 01011011
15 e84+ 2" +2°+2°+ 22+ +1 11001011
16 25+ 2" +25+2°+aT+27+1 11010101

3-byte and 4-byte error correcting codes are discussed in following subsection.



2.2 3-byte Error Correcting Code

This section explains the complete decoding algorithm for the CA-based three
bytes error correcting code. Proposed scheme can detect and correct at most
three errors and it is independent of error positions. In three byte error correct-
ing code six check bytes are generated by using (1) and syndrome values are
computed using (2). Depending on number of syndromes having value non-zero
and zero some conclusion may be drawn. The results are shown in Table 2. In

Table 2. Number of non-zero syndromes vs. decision

Number of syndromes Decision
Value zero|Value non-zero
6 0 no error
5 1 1 check byte error
4 2 2 check bytes error
3 3 3 check bytes error
2 4 4 check bytes error /
2 check bytes and 1 information byte

1 5 two/three bytes error
0 6 one/two/three bytes error

case of 3-byte ECC, four possibilities may occur: no error, one error, two er-
rors, three errors. The obvious distribution of errors are summarized in Table 3
to make the analysis more systematic. When total number of errors is same as
the number of errors in check bytes then errors can be identified by finding the
number of non-zero syndromes and it is shown in Table 2. Also, all syndromes
having value zero indicates there is no error. In this section, we first describe

Table 3. Error Distribution

Total number of Number of errors in
errors in bytes |information bytes|check bytes

3 3 0

0 3

2 1

1 2

2 2 0

0 2

1 1

1 1 0

0 1

the decoding method where all three errors are concentrated within information
bytes, from [8] for the sake of completeness.



Three information bytes error Suppose E,,, E,, and E, are the error magni-
tudes in the m-th, n-th, and o-th information bytes respectively with m # n # o,
then corresponding syndrome equations are as follows

So=En,®E,®E,: S =TE,, ®T'E, ® TFE,

Sy =T*E,, ®T¥E, ® T**E, ; S3 =T*E,, @ T¥E, ® T*E,

Sy =TYE,, o TYE, ¢ T*E, ; Ss = T"E,, ® TYE, ® T°"FE, (4)
where Sy, S1, 53,593,954 and Ss are six syndrome bytes and i+ m =N, j+n =
N, k4+0=N and N is the number of information bytes in the codeword. The
required equations to compute the error locations are as follows.

T2 (T'Sy © S3) @ TSy @ S5 = T?K(T*(TSy @ S1) @ T'S2 © S3)

T?(T%S, @ S3) ®T* S5 @ S5 = TF(T? (T Sy ® S) @ T* Sy ® Sy)

TIHT3S, ® Sy) ® T3Sy ® S5 = TH(TI(T3Sy @ S3) @ T3S, @ Sy)  (5)
Simultaneous solution of three equations estimates the three error locations.
Error magnitudes in three bytes m, n and o are calculated using following equa-
tions.

E, =T" (T (T'Sy @ S1) @ T"S2 ® S3)

Eo=T" (TY(T'So & 51) ©T'S; & S3); Emy=So®E, & E,  (6)
where T = (T* @ TI)(T¥ @ T?) , T = (T" @ TF)(T% & T?*) and L = 2" — 1
is the cycle length of a r-cell maximum length group CA.

Two information bytes and one check byte error There are six possi-
bilities when any one of the six check bytes and any two information bytes are
erroneous. Assume ey, E,, and FE, are the errors in check byte Cj, m-th and
n-th information bytes respectively, then we can write the syndrome equations
as follows.
SO = Em 52 En D eo ; Sl = TZEm S TjEn ; SQ = T2iE7n S2) TQjEn
S3=T%E,, ®T¥E, ; Sy =TYE,, 8TYE, ; Ss =T"E,, ®TYE, (7)
From the Equations in (7), we get
T'So® S, =(T'©THE, ®Tley; T'Sy ® S3 =T (T"©TV)E,
TSy ® S5 =TY(T"©T)E, ; T*Sy® Sy = (T* & T*)E,, ® T?e
TS, @ Ss =T/ (T* @ T*E,, ; T*So® S, = T (T* & T*E,
T%S3® S5 = T3 (T*  TY)E,, ; T*Sy @ S3 = (T* @ T*)E,, & T
T3S, ® Sy =TT @ T*E, ; TSy ® S5 = T (T* ¢ T%)E, (8)
Combining the equations in (8), we get
T?(T'Sy ® S3) @ TSy @ S5 = 0; T (T? Sy @ So) ®T? Sy @ Sy =T (T%e)
TH(T3Sy ® S3) ® T3S, ® Sy =TI (T3eq); T (T?S, ® S3) ®T?S3® S5 =0
T?(T'Sy © S1) ®T'So @ Sz = T (Tey); TV(T?S1 @ Sy) ® T3S, S5 =0(9)



Table 4. Equations for computing at most 2-error in information bytes

U|VIW[X|Y|Z| Errors in Error value

o[1[1]o[1|0|Co, Dim, Dn|E, = TE=N(T'S, & Sa), By = TEP(T7S, & Ss)
olo|1(1]1|1|C1, Dm, Dn En =TT (T% Sy & S3), By = So & En
1|1]ofo|1]1]|C2, Dm, Dn En =TT 9(T'Sy & S1), Em = So @ En,
1|0[1[1|1]0|C3, Dm, D» En, =TT 9(T'Sy & S1), Em = So @ Ey,
1|1[1]0|0[1|C4, Dm, D» En=TY"9(T'Sy @& S1), Em = So @ En,
1[olo[1]o[1]Cs, Dm, D, En, =TT (T'Sy @ S1), Em = So @ En,
ololofolol0] Dm, Dn En =TT (T'Sy ® S1), Em = So @ En,

U=TY(T'S: ®S3)DT'Ss® S5, V=T T*S & S2) ®T*S> PS4
W = Tj(TSiS() @ S3) @ %5, @ Sa, X = sz(TZiS1 @ S3) @ T% 853 @ Ss
Y =T (T'So ® S51) ®T'So @ Ss, Z =T (T* S ® S4) T S2 @ S5
T =T/ (T T, T’ =T (T & T7), T = (T* & T¥), T° = (T" & T7)

Equations in (9) are used to determine the error locations m = N — i and
n = N — j. From the syndrome equations in (7) we get
TS, @ Sy =TT ®THE, or E, = TF"*(T'S; © Sy)

178, & Sy =TT & T)E,, or E,, =T*?(T75, & S5) (10)
where T = TI(T*®T7) T? = TY(T*®T’) and L = 2" —1. Error magnitudes E,,
and E,, are computed using equations in (10), Equations to determine the error
locations and values for other five cases and the case discussed in this section
are summarized in Table 4. Zero and non-zero value are represented by ‘0’ and

‘1" in Table 4. For any e;, # 0, TPe;, # 0, where 1 < p < 2" —1 and ¢, is the error
in b-th check byte. Hence V=1, W =1 and Y =1 in first row of Table 4.

Two information bytes error Assume E,, and E,, are the errors in the m-th
and n-th information byte respectively. Then syndromes are as follows.

So=FEn®E,; Si=T'E,,®T'E, ; S =T%*E,, ®TYE,
Ss =T%E,, ®T¥E, ; S, =TYE,, ®TYE, ; Ss =T"E,, ® TV E, (11)
Combining the equations in (11), we get
ng(TiS2 @ S3) ® TiS4 @ S5 = 0; T2j(T2iSO ) Sg) ) T2i52 ®Sy=0
Tj(TSiSO > S3) &) T3iSl &Sy =0; sz(T%Sl > S3) > T2i53 &S;=0
T?(T'Syg @ S1) ®T'Sy @ S3=0; TH(T?S, ©Sy) ®T*S, ® S5 =0 (12)

Error locations m = N —i and n = N — j are determined using equation (12).
Using syndrome equations in (11), we can write

T'So® Sy = (T ®T)E, or E, =T "(T'Sy ® S1); Epm =So® E, (13)

where T° = T* @ T9 and L = 2" — 1. Error magnitudes may be found using
equation in (13). Equations are also shown in the last row of Table 4



One information byte and two check bytes error There are fifteen situa-
tions when any two check bytes and any one information byte are erroneous. In
this section, out of the fifteen cases the proof of one case is given as follows and
the results for the other cases are given in Table 5 for the sake of brevity. Assume
ep, e1 and E,, are the error values in check bytes Cy, C7 and m-th information
byte respectively. Hence, corresponding syndrome equations are as follows.

So=FEm ey ; S1=TE,®er; So=T*E,
Sy =T%E,, ; Sy =T"E,, ; S5 =T"E,, (14)

From syndrome equations in (14), we get

TiSQ@Sl :TieOEBel ; TiSQ@S?, =0; TiS4@S5 =0; T2i52@5420
TS50 S5 =0; T?Sy® Sy =T%ey ; T*S, ® S5 = T%e;
T3S, © Sy =T%e; ; T¥Sy ® S5 =0; TSy @ S5 =T3¢ (15)

For any non-zero value of ey and ey, T9¢y # 0 and The, # 0, where 1 < g,h <
(2" —1). Let A =T'eq®eq, then the value of A may or may not be zero, because
it depends on value of eg, e; and ¢. In Table 5, x, 1 and 0 indicate the don’t care,
non-zero value and zero value respectively.

One information byte error Consider the case when only one information
byte is erroneous. Syndrome equations in this case are as follows.

So=FEy: S1=TEFE,,: S,=T%E,,
Ss =T"Ep ; S4=T"Ep ; S5 =T"Ep, (16)

Combining the syndrome equations in (16), we get

TiSoEBSle;TiSQEBngO;TiS4@S5=O;T2ngéBS4:O
TQng, ®S5=0; T2iSQ ®Sy=0; T2i51 ®S3=0; T3i51 ®Sy=0
T3S, @S5 =0; T%Sy @ S3 =0 (17)

If all the equations in (17) are satisfied then one error in (N — ¢)-th information
byte is identified and the corresponding error magnitude is E,,, = Sy.

One information byte and one check byte error There are six situations
in which any one of the information bytes and any one of the check bytes are
erroneous. Consider the case when F,, and ey are the errors in m-th information
byte and check byte Cj respectively. Syndromes are computed using (1).

So=Emn®eg; S1 =T Enp; S2o=T"E,
Sy =T%E,, : Sy =T"E,, ; Ss =T"E,, (18)



Table 5. Equations for computing at most 1 error in information byte
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1|Co, C1, Dp| TEES,
1 Co,CQ,Dm TL7i51
x|Co, C3, Dy| TET'S)
1[Co,C4, Dim| TEPS;
1[Co,Cs, Dim| TE'S)
0|C1,C2, D, So
1|C1,C3, Dy So

0 C1, 04, Dm SO
0|C1,C5, D, So
1|Cs%,Cs, Dy So

0 CQ, 04, D, SO
0
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1
0
0
1
0
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A=T'Sy®S1, B=T'S2® 83, C=T'S4® S5, D=T"9® 54
FE = T27'53 ® S5, F'= TQZSO P S2, G = TQZS1 ®Ss, H= T3ZS1 D Sa
I=T%8,®8s, and J = T3Sy @& Ss

Combining the syndrome equations in (18), we get

TiSOEBSl ZTiBQ#O; TiSQ@S?,:O; TiS4€BS5=0; T2iS2®S4:O
TQiS;), ®S5=0; TQiSQ ® Sy = T2i€0 #£0; T2i51 ®S3=0
T3S, ® 8, =0; T3S, ® S5 =0; TSy @ S3 =T3¢y #0 (19)

If all the equations in (19) are satisfied then one error in (N — ¢)-th information
byte and another error in check byte Cj are identified. The error magnitude is
E,, = TY7'S;. The required equations for other five cases are summarized in
Table 5 for the sake of brevity. Therefore, it is possible to locate and correct all
three-byte errors. It is noted that all expressions A, B, ...,J in table 5 and all
expressions U, V,...Z in table 4 are part of the equations in (5). The following
section shows how the CA-based 3-byte ECC can be extended for 4-byte ECC.



2.3 4-byte Error Correcting Code

In case of CA-based 4-byte error correcting code, eight check bytes are computed
using (1) and the decoder computes the eight syndrome bytes employing (2). In
this section, we derive the equations to determine the error locations and the
error magnitudes, provided the errors are concentrated in the information bytes
only. Suppose Sy, S1, Sa, S3, S4, S5, Sg, Sy are the eight syndromes and E,,, F,,
E,, E, are the errors in the m-th, n-th, o-th, p-th information bytes respectively,

where m # n # o # p.

So=E.0E,®E,®E,

S, =TFE, ®T'E, ®T"E, & T'E,

Sy =T*E,, o T¥E, ® T*E, ® T*E,

Sy =T*E,, @ TYE, ® T**E, ® TE,

Sy =T"E,, e TYE, ® T*E, © T"E,

S5 = T"E,, ®TYE, ® T°*E, ® T"'E,

S¢ =T%E,, ®TYE, ® T E, ® TYE,

S; =T"E,, o TVE, e T"E, o T"E, (20)

Using the syndrome equations in (20), the following four equations can be for-
mulated to compute four error locations, provided all the errors are concentrated
in the information bytes only.

T?(T?(T*Sy @ S3) DTS4 @ S5) ® T (1" Sy @ S5) © TS  S7 =
T2HT? (T?(T'Sy ® S1) ® T'So @ S3) ® T (T'Sy ® S3) ® TSy @ Ss);
TH(TI(T* S, @ S5) © T*' Sy @ S6) ® TV (T* Sy © Sg) ® T*S3 ® Sy =
THTH(TH(T*So @ Sa) ® TS & S5) & TV (T4 Sy & S5) & TSy & Se);
TH(TH(T3 Sy @ S5) ® TS5 @ Sg) ® T (T3 S35 ® S) ® T3Sy ® Sy =
T2(TH(TI (T3 Sy @ S3) @ T3S, @ Sy) © TH(TS, © Ss) ® TSy © Ss);
T2 (TH(T* Sy © Sy) ® T*S3® S5) ® T (T? Sy @ Se) ©T? S5 @ Sy =
T2(T?*(T9(T* Sy @ Sz) ® T* S, @ S3) @ TI(T* Sy @ Sy) ® T*S3 @ S5) (21)

Simultaneous solution of the equations in (21) determines the four error positions
within the information bytes, where m = N —i, n = N —j, 0 = N — k and
p = N —1[ and N is the number of information bytes in the code word. The
four error magnitudes F,,, E,, E, and E, are calculated using the following
equations.

E, =TT (T*(T'Sy ® S1) ® T'Sy ® S3) @ T?(T'Sy ® S3) ® T'Sy @ Ss)
E, =TEY(T?(T?N TSy @ S1) ® T'Sy @ S3) @ T? (TSy @ S3) ® T'Sy @ Ss)
E, = TE=(T* (T (TSy @ S1) ® T'Sy © S3) @ T**(T'Sy @ S3) @ TS, © S5)
E,=5@E,®E,®E, (22)



where T = (T7 @ T)(T% @ T?*)(T¥ o T?"); T° = (TF o TH(T% o T*)(T?* @
T2); T¢ = (T' @ TH)(T% o T?)(T?* @ T?) and L = 2" — 1 is the cycle length
of a r-cell maximum length group CA. Similar to a 3-byte ECC, it is possible to
correct the errors when the errors are distributed between information and the
check bytes.

One disadvantage of the proposed error correcting code is that the error loca-
tion identification block has a time complexity of N, where IV is the number of
information bytes and ¢ is the number of errors to be corrected. But the decod-
ing time can be reduced by duplicating the error location identification module.
Therefore, the proposed scheme is suitable for a code having a smaller number of
error correction capability and smaller data word length such as (23, 17), (32, 26)
and (32, 24) codes, which have practical applications in wireless communications.

3 Conclusion

This paper presents an improved scheme for multi-byte error correcting code
using CA which overcomes the weaknesses and limitation of existing scheme.
As a case study full decoding algorithm for three byte error correcting code is
presented. Proposed CA-based four byte error correcting code can detect and
correct at most 4 errors if all errors are concentrated in information or check
bytes.
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